
55374A: Fundamentals of Cybersecurity and Zero Trust 

 

Elements of this syllabus are subject to change. 

About this course 
This one-day instructor-led course is intended for IT professionals who are 
interested in expanding their knowledge and awareness of cybersecurity. In 
this course, the student will begin to understand the complexities of 
cybersecurity including the cybersecurity landscape, cryptography, and how 
users, devices, applications, and networks can influence the effectiveness of 
the security perimeter. They’ll then see how the use of a Zero Trust 
framework as an overarching strategy can bolster and improve their 
cybersecurity perimeter. 

Audience Profile 
This course is intended for both novice and experienced IT professionals 
who want to explore the nature of cybersecurity and obtain a basic 
understanding of the current state of cybersecurity and the strategies that 
can help strengthen an organization’s security perimeter. 

At Course Completion 

• Understand and describe the cybersecurity landscape. 

• Discuss how encryption works, and understand its broader uses in 
protecting your data. 

• Describe the differences between authentication and authorization. 

• Describe different network types, the network threat landscape, 
and how to protect them from cyberattacks. 

• Understand what a device is, how much a device knows about you, 
and how to reduce possible threats. 

• Understand how applications can be exploited to gain access to 
your data and assets. 

• Describe the benefits of using a Zero Trust strategy to protect an 
organization’s digital estate. 

Prerequisites 

• Basic awareness of IT, devices, and applications 
 

Course Details 

Course Code: 55374A 

Duration: 1 Day 

Notes: 

• This course syllabus should be 
used to determine whether 
the course is appropriate for 
the students, based on their 
current skills and technical 
training needs.  

• Course content, prices, and 
availability are subject to 
change without notice. 

• Terms and Conditions apply 
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Module 1: Fundamentals of cybersecurity 
This module provides a basic introduction to 
cybersecurity. It will give the student an 
awareness of the cybersecurity landscape, how 
encryption works and helps us in our day-to-day 
lives and draws attention to different attack 
vectors that cybercriminals can exploit to gain 
access to your data. 

Lessons 

• An overview of cybersecurity 

• Encryption and its uses in cybersecurity 

• Verify your users and control their access 

• Protect your network and data 

• Every device is an attack vector 

• Application vulnerabilities 

Lab 1: Fundamentals of cybersecurity 

• Paper-based exercise, with break-out 
session with scenario and discussion with 
the group on the outcome. 

After completing this module, students will be 
able to: 

• Describe the cybersecurity landscape. 

• Discuss how encryption works, and 
understand its broader uses in protecting 
your data. 

• Describe the differences between 
authentication and authorization. 

• Describe different network types, the 
network threat landscape, and how to 
protect them from cyberattacks. 

• Describe what a device is, how much a 
device knows about you, and how to 
reduce possible threats. 

• Discuss how applications can be exploited 
to gain access to your data and assets. 

Module 2: Fundamentals of a Zero Trust strategy 
This module provides an introduction to the 
concepts of the Zero Trust framework which 
when applied to your current digital estate can 
help reduce cyberattacks and protect your 
organization’s assets. It’ll cover the five core 
pillars of Zero Trust: identity, endpoints, 
applications, networks, and data. 

Lessons 

• What is a Zero Trust strategy 

• Identity and manage your users with Zero 
Trust 

• Manage endpoints with Zero Trust 

• Control application behaviour with Zero 
Trust 

• Protect your networks using Zero Trust 

• Secure your data with Zero Trust 

Lab 1: Fundamentals of a Zero Trust strategy 

 
After completing this module, students will be 
able to: 

• Describe the benefits of using a Zero 
Trust strategy to protect an 
organization’s digital estate. 

• Explain how Zero Trust can help verify a 
user’s identity and manage their access 
to your data. 

• Describe different endpoints and how to 
use Zero Trust strategies to protect them. 

• Describe how cloud applications and the 
data they access can be protected using 
Zero Trust principles. 

• Explain how Zero Trust can help identify 
cyberattacks and lateral movement in 
your network. 

• Describe Zero Trust strategies that can 
help you understand your data, mitigate 
data loss, and protect your data. 


